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EtherShare 2.5: Release notes Il (October 28, 1997)

These release notes serve as provisional documentation for our new EtherShare software
version 2.5. They are to be used together with the “EtherShare 2.2 Technical and Instal-
lation Manual”. Both, the release notes and the EtherShare 2.2 documentation will soon
be replaced by a new, completely revised manual.

In the following, we briefly describe the new features of EtherShare 2.5 as well as changes
to the behaviour of the software — if there are any. The release notes are structured as fol-
lows:

1 Changes to the software installation
2 The EtherShare file server
3 AppleTalk enhancements — the “netconf” and “vpoll” UNIX programs
3.1 The “netconf” UNIX program
3.2 The “vpoll” UNIX program
4 The EtherShare Admin program
4.1 User interface
4.2 Setting preferences
4.3 Volume settings
4.4 Printer queue settings
4.5 Log files
4.6 Listing versions
4.7 IP Access
5 IP configuration — Reference part
6 Helios Mail and Helios Terminal
7 Other new features

HELIOS Software GmbH
Steinriede 3

D — 30827 Garbsen
Phone: +49 5131 709320
Fax: +49 5131 709325
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1 Changes to the software installation

Activation key You need an activation key (kind of password) to start your EtherShare 2.5 software. The
key has to be requested from HELIOS Software GmbH by fax (+49 5131 709325) or by
mail (HELIOS Software GmbH, Steinriede 3, D—30827 Garbsen, Germany) using the
“Activation Key Request” form that is included in the software package.

Please note that:

O Your old EtherShare 2.2 activation key — if you have one — will not activate the new
EtherShare version 2.5.

O You have to enter your machine ID (MachID) in the “Activation Key Request” form.
This MachlID is now a 8-2 digit string with the last two digits representing the make
and model of your host computer. The machine ID will be displayed in the “Network-
ing Products Installer CD-ROM” menu that appears on your monitor when you mount
our CD-ROM and enter the install command. It will be repeated in the “EtherShare
Installation Menu” as shown in figure 1 below.

EtherShare Installation Menu

The machine ID of this computer is "80024a74-8b"

1) Install programs and configuration files

2) Install and configure AppleTalk kernel modules
3) Enter activation key to license HELIOS programs
4) Create a demo user

5) Configure AppleTalk network numbers

6) Display README file

7) Quit

Fig. 1:  The “EtherShare Installation Menu”

Co-operation Our new EtherShare OPI 2.0 software requires EtherShare version 2.5 and vice versa. So,
with Ether- if you want to use EtherShare OPI with EtherShare 2.5, you have to purchase the new
Share OPI

EtherShare OPI software version 2.0, then install EtherShare 2.5, verify the installation,
and finally install EtherShare OPI 2.0. For perfect co-operation with PCShare DOS/Win-
dows clients you have to install PCShare version 2.5.

and PCShare

About If you are upgrading from EtherShare 2.2 to EtherShare 2.5 you have to make sure that all
upgrade EtherShare users are logged out on the server and that there are no active print jobs. The
installations

installation program will stop EtherShare automatically before copying the new software
to your EtherShare directory. The moment you quit the installation program (compare
step 7 in figure 1) EtherShare will be re-started automatically. You should not delete any
files in your existing EtherShare directory because this could damage your existing Ether-
Share configuration.
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Installing
EtherShare
client
programs

After installing EtherShare on the UNIX server, the EtherShare Macintosh programs for
client computers can easily be installed using the “EtherShare Client Installer”. This in-
staller will be added to the “EtherShare Applications” volume during the installation pro-
cedure and must be opened with a double-click (compare figure 2). You should save your
work before using the installer because you will have to restart your Macintosh after suc-
cessful installation.

EE=————— EtherShare Applications ——0—"—=p=
_ﬁt& iterns Z88 6 MB in disk 831 .5MB av
o |
Helios Terrminal EtherShare &dmin Tirne Server
[ ] ® (]
Heliozs ail EtherShare Client Installer Unzupported
>
= [

Fig. 2:  Opening the “EtherShare Client Installer”

The “EtherShare Client Installer” copies the EtherShare Admin program, the terminal em-
ulation (Helios Terminal), and the mail program (Helios Mail) tolth@enu of your cli-

ent computer as shown in figure 3. The Helios Time Server will be added to the Chooser.
Details about the Time Server are given in chapter 7 below.

EtherShare Client Installer ="————T— - File Edit Uiew Label
About This Macintosh...
Easy Install -
Click the “Install” button to install
. Hel!os Ether_Share Admin Control Panels »
= Helios Terminal .
B F2 EtherShare Admin
* Helios Time Server @ Find Fil
* Helios Mail ind File
< Graphing Calculator
& Helios Mail
Helios Terminal
[ Jigsaw Puzzle
— Install Location - Keg Ccaps
- Quit
[ Macintosh HD - | ( ) Note Pad
— A [ switch Disk | [ nstan ) Recent Applications b
on the disk "t HL
@ Recent Servers »

Scrapbook
4y simpleSound
< stickies

* Shut Down

Fig. 3: Installing the EtherShare client software

If you useCustom Install (instead ofasy Install as shown in figure 3) you can install

two additional items, namely the OPI Tools “touch” and “Tagger”. Both programs are
only meant for EtherShare OPI 2.0 users and are described in the EtherShare OPI docu-
mentation.
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The EtherShare file server

The EtherShare file server now contains a built-in Asanté NetDoubler server acceleration.
This allows transfer rates of up to 6 MB to Macintosh clients via FastEthernet. The Net-

Doubler client software is provided by Asanté. Information about Asanté can be found on
our CD-ROM in folder 3BRDPARTY, subfolder ASANTE.

EtherShare 2.5 contains a “Fast” Finder copy as available in AppleShare Workstation 3.6.
This Finder is able to create and handle large data packages and thus is much faster than
previous Finder copies.

You may now search files by name on the server within a reasonable period of time,
namely within a few seconds. With former software versions “Find File by Name” some-
times took a few minutes or even longer.

File locking has been improved for AFP volumes. If you define volumes that are to be
used by Macintosh and DOS/Windows clients you may activatiNt#¥Sharing option.
For details, please refer to the explanations about volume settings in chapter 4.3 below.

We deliver APlIs for upcoming UNIX utilities that may be used to copy, move, and re-
name Macintosh files correctly on a UNIX computer.

With EtherShare 2.5 you can send short “AFP” messages to any connected client provided
that EtherShare is running. These messages can be sent from the UNIX server using the
UNIX “afpmsg” program, or from a Macintosh client using the EtherShare Admin pro-
gram.

If you want to send a message from your UNIX server you have to proceed as follows:
Change to your EtherShare directory and call the “afpmsg” program. General usage of the
program isafpmsg [-f messagefile] [-p process id] [-u user] message

Example:

cd /usr/localles/etc

Jafpmsg -u paul “Color printer is not available today.”

Please note that the right of using the “afpmsg” program may depend on your privileges.

Sending a message from a Macintosh client requires the following steps:

Open the EtherShare Admin program (as described in chapter 4 below), therisalect
andActive Users... from the menu, highlight the users you want to address, select
Message andSend Message... from the menu and enter your individual message in the
dialog as shown in figure 4. “AFP” messages are displayed automatically in a message
window. They are not saved in a file; the addressees delete them on closing the respective
message windows.
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# File Edit Lists Message
ans:Active Users
Server User PID Time Comment
AFPServer helmut 27454 713 Helios,|CC-Profiles,Programmierung,Progranis|
AFPServer peter 13691 &:05 Helios Programme,”peter
AFPServer suho
AFFServer roland Pl ' .
S paul ease enter Yyour message:
AFPServer supportd - - -
AFFSarvar richag] Color printer is not available today.
[ Cancel ] [[ 0K k]]
o]
{Ei]
Fig. 4: Sending a message to several Macintosh users

and “vpoll” UNIX programs

3.1

The “netconf” UNIX program is used to configure your AppleTalk network. For details
about the configuration of AppleTalk please read the EtherShare 2.2 documentation. The
new “netconf” program has been improved considerably as far as the automation of pro-
cesses is concerned. The new user interface is shown in figures 5 to 7. Navigation instruc-
tions are given in the bottom lines of the dialogs and you can prompt a help window at

The “netconf” UNIX program

any time using the “ ? " (compare figures below).

AppleTalk enhancements — the “netconf”

IBM-terminal

AppleTalk Hetwork Setup
Inter face—Start—End—Hode—lefaul t Zone [Addi tional Zones]
—— Nef tH 35 126 Ethernet 2. ock
':l E" * et 36 48 148 Ethernet 1. Stock
g * a2 46 S8 148 Ethernet 4. Stock
Ouit * fil o] 85 148 FODI 1. Stock
Zones in which services are registered C°7° for help) @
= [
<RET*=config, ' '=(dejactivate, 'g'=outo onfoff, '?'=help I
Gl B
Fig. 5:  User interface of the “netconf’ program
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EtherShare 2.5 does now allow to use the autoconfiguration option (compare figure 5) for
more than one network interface, provided that on each segment another AppleTalk router
is active. In addition, during startup, EtherShare will now verify any specified routing in-
formation for consistency with any external AppleTalk router. In case of AppleTalk con-
figuration conflicts, EtherShare will fall back to the configuration provided by the

external AppleTalk router and will issue an appropriate error message.

IBM-terminal

AppleTalk Hetuwork Setup

Zones
. Hew entry
Hame: et@ * Ethernet 2. Stock

Default zane: Ethernet 2. Stock

Start walue of network number range, <¥> for help,

&l o
Fig. 6:  Setup dialog of the “netconf” program

EE

As shown in figure 7, “Available Zones” lists all zones to which the EtherShare server is
connected. “Zones providing EtherShare Services” lists all zones in which EtherShare
Services will show up in the Macintosh Chooser. Select one of the lists using the TAB key
and register/remove the desired zones using CTRL-L (to move a zone from “Available
Zones” to “Zones providing EtherShare Services”) or CTRL-H (to remove a zone from
“Zones providing EtherShare Services” to “Available Zones”).

Untitled BE Untitled

HetConf
Configure Adapter
Co i

Ethernet 4. Stock
FODI 1. Stock

Aeai lable Zones Zones idi ES Services
PR T S —
<«—=r [Ethernet 2. Stock

Zones in which services are registered C°7° for help) q;

<]

B

Use left arrow (CTRL-H) to remove zone. 4 Zones (17

<] o]

Fig. 7.  Configuring zones with the new “netconf’ program
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3.2 The “vpoll” UNIX program

Our new “vpoll” UNIX program follows the former “poll” program that is described in
chapter 2 of the EtherShare 2.2 documentation. The program serves to list and check net-
work devices and entities. “vpoll” is an interactive program (see figures 8 and 9). It be-
haves similar to the Apple program “InterPoll”. You can navigate in the dialogs using the
TAB key and (un)select items using Space/+,-. Further navigation instructions are given
in the bottom lines of the dialogs (compare figures below).

_——————  (hssti =V—"————————————pI5
{c) 1997 HELIOS Softuare ‘classic” vpoll Uersion 1.1 i}
Hetwork Search
Select Zone
Device Matching * Ethernet 1. Stock
Ethernet 2. Stock
Hame: = Ethernet 4. Stock
Type: = LocalTalk 2. Stock
Select Sorting Search Time
6a:81
(*) By name
() By net
() By type
() By zone
() By node
(*) Ascending
{ ) Descending
Start "upoll" with current settings o]
ol EE

Fig. 8:  User interface of the “vpoll” program

= qlasse =———— [
{c) 1997 HELIOS Software 'classic" vpoll Uersion 1.1 [
Device List
et Hode Sckt. Hame Type Zone
36 145 239 alpho disk test Loserlriter Ethernet 1. Siock
36 145 236 alpha hein test Laserlriter Ethernet 1. Staock ¥
36 143 232 Alphao Test S... Laserlriter Ethernet 1. Stock ¥
36 145 234 alpho-opi-=p. .. Loserdriter Ethernet 1. Stock ¥
36 145 244 alpho-pro638. .. Laserldriter Ethernet 1. Staock ¥
36 144 253 amun AdminSeruer Ethernet 1. Stock #
36 144 251 amun AFPSeruer Ethernet 1. Stock ¥
36 144 249 amun MailSeruer Ethernet 1. Stock &
36 144 238 amun UHIRTerminal Ethernet 1. Stock #
36 144 235 amun TimeSeruver Ethernet 1. Stock ¥
36 148 253  ans AFPSeruer Ethernet 2. Stock 8
36 148 243 ans MailSeruver Ethernet 2. Stock #
36 148 241 ans AdminSeruer Ethernet 2. Stock #
36 148 239  ans UHTHTerminal Ethernet 2. Stock 8
36 148 229 ans TineServer Ethernet 2. Stock &
AFPServer Ethernet 1 |
36 148 243 ans MailSeruer Ethernet 1. Stock u
163 entries [
= B2

Fig. 9: Dialog window of the “vpoll” program

Please note that the “vpoll” program only provides information online. The data cannot

be redirected into a file.
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The EtherShare Admin program

The EtherShare Admin program serves to configure EtherShare on the server and lets you
set up users, groups, volumes and printers from a Macintosh client. The program will au-
tomatically be added to the “EtherShare Applications” volume during installation and can
be started by a double-click. It can also be started directly from thenu provided that

you have installed it on your Macintosh using the “EtherShare Client Installer” (see chap-
ter 1 above).

4.1 User interface

The appearance of the Admin user interface has changed. We have built icons that char-
acterize the different items in thists windows. An example is shown in figure 10 below.

The menus already contain EtherShare OPI menu items. If you did not purchase and in-
stall EtherShare OPI, these items will be displayed gray. There will be no functionality
behind (compare figure 10).

& File Edit Lists Printer m
~ Users
ibm:Users i | Groups
g a ibm:Groups | Uolumes
a T -
@a — Printers
@b g ibm:Uolumes | Fonts
[ER] @b & /E@= ibm:Printers —=p= Active Users
@d @ =/ B, color ] Printer Log File »
ER: e HEl B epson server Log File 3
@d @ e HE &b errar System Messages
@f = H & hold Uersions
Bh Extension Mappings
B 1| g g'uaitoh pping
MERIE QP e IP Access
Brign gm-euk
25 &, prog3o0 [+
Pj

Fig. 10: The EtherShare Admin user interface

4.2 Setting preferences

ThePreferences dialog is described in chapter 3.12 of the EtherShare 2.2 documenta-
tion. With program version 2.5 there are two additional items in this dialog, namely
Minimum User ID andMinimum Group ID. Up to now, these parameters had to be de-
fined on the UNIX server. They are described in chapter 7.3 (“Parameters of the “afpsrv”
program”) of the EtherShare 2.2 documentation.
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4.3 Volume settings

The EtherShare volume settings are explained in chapter 3.7 of the EtherShare 2.2 docu-
mentation. We have added two check boxes to the respective dialog that let you set the
Invisible and/or thalNI4 Sharing option (compare figure 11).

BBl ibm:Volumes:Helios =———

Volume: |Helios |

Directory: |£nmac |

Password:

[J Exchangeable [J Read Only
[ Invisible [J UNIX Sharing
Groups: [helios ||
]
fapart Bavyg

Fig. 11: Defining an EtherShare volume
(Create Layouts and PC Layouts are meant for EtherShare OPI users only)

Invisible is used to create, on a specific server, a volume that will not be displayed by the
Chooser and thus cannot be mounted. This may be useful e.g. if you are working with
EtherShare OPI, separate your file server from your print server, and want to prevent users
from working on the print server. The specific volume (e.g. /hmac) must be available on
both servers but users have to work on the file server only in order to avoid too much traf-
fic on the network. In that case, you have to activaésible for the specific volume on

the print server (compare the illustration in figure 12).

OPI File Server OPI Print Server
+ layout generation + image replacement
Files
/hmac /hmac
—DEI E X Invisible
0o
<— Macintosh clients | | | | Printers—

Fig. 12: Applying the Invisible option to a specific volume
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Opening the
printer jobs
window

Assigning a
PPD file

Setting up a
printer queue
and

using the new
hold and error
queue features

TheUNIX Sharing option has to be switched on if you want to share an EtherShare volume
with DOS/Windows clients in order to ensure proper file locking. If Helios PCShare is
installed on your server and running on your DOS/Windows clients you may check chap-
ter 6.2 in the PCShare 2.5 documentation for further details about file sharing and file
locking. Please note that ths 1% Sharing option requires PCShare 2.5 and specific set-
tings in the PCShare Admin.

4.4 Printer queue settings

The EtherShare Adm#rinter menu and possible printer queue settings for program ver-
sion 2.2 are described in chapters 3.9 and 3.10 of the EtherShare 2.2 manual. With pro-
gram version 2.5 there are some significant changes to the menus, behaviour and dialogs:

TheShow Printer Jobs menu item has been removed from Rimter menu. You can
open the printer jobs window by a double-click on the respective printer queue in the
Printers list (compare figure 13).

You can highlight any printer queue in thenters list and then select the correct PPD
file for the particular output device behind (see isstect PPD... in figure 13).

Settings EO==— ibm:Printers ==—FI=
&, colar ||
Update Fonts &, epson
Show Fonts &y error
Edit Initialization &y hold
Select PPD... &, itoh
&, iw
Restart Printer B 1w K
B 1w-etik
Spool only &, prog3o ||
v Spool & Print |

Fig. 13: The EtherShare Admin Printer menu and the Printers window
(oP1 Settings are meant for EtherShare OPI users only)

If you want to set up an existing printer queue you have to highlight the queue in the
Printers window and then selestttings from thePrinter menu. The printer settings
dialog is shown in figure 14 below.

In this dialog you can define a hold and/or error queue for your current printer queue. This
is a new feature and may be helpful because all print jobs that have been sent to this spe-
cific printer queue are stored for a given period of time and can be restarted even if the
application that has initially launched the job has already been closed.

All “correct” print jobs are printed and at the same time stored on the hold queue. When-
ever a mistake has occured during printing, the print job will be shifted to the error queue.
This holds true for technical mistakes (e.g. if the connection to the printer has been inter-
rupted) and for errors that are due to a specific configuration (e.g. if you have defined
“Check Images” for an OPI printer queue and the print server cannot find a particular im-
age file that has been placed in the document by reference).
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=———— ibm:Printers:color

Printer Name: [color |

Chooser Name: |ihm—co|nr—spoo|er |

Spool Directory: |fusrfspno|/color |

[ Banner Page

[ Accounting File
[] Hide Queue

Connection:| AppleTalk -

Type:
Zone: Ethernet 2. Stock W

Name: | - |

[< Hide Printer

Fig. 14: Setting up an existing (or new) EtherShare printer queue

To restart a print job from a hold or error queue you have to double-click the queue in the
Printers window and drag and drop the desired print job from the hold/error queue printer
jobs window to the printer jobs window of an active printer.

Hold and error queues can be defined using the conndéiolidQueue as shown in figure

15. TheHide Queue option will be set automatically for this type of queues, because —
usually — users should not be allowed to print directly to a hold or error queue. The dialog
lets you specify an individual hold time.

EE=——— ibm:Printers:error

Printer Name: |errur |

Chooser Name: |errnr |

Spool Directory: |fusrfspuo|ferrur |

[ Banner Pags

[ fiee puniing FHs
[ Hide Queue

Connection:| Hold Queue -

Hold Time: Days
EI Hours

Havart

Fig. 15: Setting up an error (or hold) queue
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Load
balancing

Print To Disk

With EtherShare 2.5 you can set up a group of printers for load balancing that is for shift-
ing print jobs to a second or third printer in a group whenever the first printer is busy with
a huge job. For that purpose you have to select the connBatiite Group in the

Settings dialog as shown in figure 16 below. To specify a group of printers you just have
to drag and drop the desired printers frompiaters window to the respective field in
thesettings dialog.

ibm:Printers
ad [
[I=———— ibm:Printers:load

o

Printer Name: |Ioad |

PRPEE

Ch Name: |“ | es | |

Spool Directory: |f’usrf’spoo|f|oad |

O Banner Fags

[ fee punting Fis
[J Hide Queue

Connection:| Balance Group w

Printers: tip
pro 630
Iw

&

=

Fig. 16: Setting up a balance printer queue

Print To Disk is another new EtherShare feature (see figure 17).

With thePrint To Disk connection you induce the print server to print to a file. You have
to specify a destination for that filuNI# Directory) and you can enterName Prefix

and aNetify Program, if desired. The prefix serves to identify the files that are coming
from this specific printer queue (in case you have sepenal To Disk queues that print

to the same destination). TRetify Pragram option lets you enter a path that leads to a
specific UNIX program. This program will be started automatically after printing has
been finished successfully. Furthermore, you can select a mode of compression for the
destination file and you can decide whether or not your print job has to be resolved the
same way it would be resolved when printing to an output device. kiewue option

is switched off the job will be written to the file “as is”; things that are usually accom-
plished during printing, as e.g. font including or image replacement (for OPI only), will
be skipped.

ThePrint To Disk option may e.g. be used for automatic generation of PDF files. You can
print to files in a specific UNIX directory and induce the Acrobat Distiller software to
scan this directory regularly and convert incoming files into PDF.
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[[I=—— ibm:Printers: for_pdf

Printer Name: |for_pdf |

Chooser Name: |PI]F |

Spool Directory: |x’usrfspunlx’fur_pdf |

Hold I]ueue:
Error Ilueue:

[J Banner Page

] Accounting File
[ Hide Queue

Connection:[ PrintTo Disk  + |
UNIX I]irecturg:|f’hmacf’l]ukumentatiunf’PI]Ff’hruch|
[<] Resolue
Name Prefix: | |
Notify Program: | |
Eumpressiun:

[§§<w<a;'*§] [ Laus ]

Fig. 17: Setting up a Print To Disk printer queue

4.5 Log files

Printer and server log files are described in chapter 3.11 of the EtherShare 2.2 documen-
tation.

With EtherShare 2.5 we provide better reporting, i.e. that the log files contain extended
information, e.g. a printer log file gives you the total number of bytes printed and indicates
whether you have printed composite or separations. If you are working with EtherShare
OPI 2.0 the printer log files also provide information about image replacement. These ex-
tended information are especially useful for print jobs in an error queue because you will
get details about the mistakes that have occurred.

Furthermore, we have changed the organization of the log files. They are now arranged
by date. Every night at midnight the “cron” program starts automatically in the back-
ground and collects the log file information of the previous day. You can then select e.g.
the printer log file of three days ago (compare figure 18) PFimter Log File andServer

Log File menus always contain 8 items; log files which are older than seven days are de-
leted automatically.
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Availability

The purpose
of IP access
functionality

System
requirements

ETITT Lists |
Users
Groups
Uolumes
Printers
Fonts
Active Users

Printer Log File 4 Teday

Server Log File p| VYesterday
System Messages Two Days Ago
UVersions Three Days Ago

Extension Mappings | Four Days Ago
Five Days Ago
IP Access Six Days Ago
Seven Days Ago

Fig. 18: Automatic log file administration

4.6 Listing versions

Theversions item from theLists menu opens a window that provides several informa-
tion about the program versions of the different Macintosh and UNIX programs that are
installed on your system. With EtherShare 2.5 this window additionally contains informa-
tion about your EtherShare, interface, and syslog configuration. Please note that the
“Versions” window will be updated on call. Therefore, it may take a few seconds to open
the window.

4.7 IP Access

The “IP Access” functionality has been added to our EtherShare 2.5 program by update
u0107. It is — for the first time — available on CD 011-2 that contains the update and a new
version of the Admin program. So, customers who installed EtherShare 2.5 when it was
first released (from HELIOS CD 011) have to install the update u0107 usimgtdhe

Updates option from the “Networking Products Installer CD-ROM” menu. The installa-
tion program will also install the new Admin, i.e. copy it to the (existing) “EtherShare Ap-
plications” volume. From this volume, you can then copy it to any Macintosh.

AFP servers were traditionally only available in local area networks. The new AFP over
IP transport allows connections to the AFP server from anywhere in the Internet. To pro-
tect your site, you might want to create an IP access list to restrict access to your server.
You can create such a list on your UNIX server (see chapter 5 “IP configuration — Refer-
ence part”), but it is much easier to use the Admin program instead. It offers all options
that are required for a standard access control configuration. Some additional parameters
are available under UNIX only.

To make use of the new feature, you have to install and run:
* Open Transport 1.1.2 or later

» System Software 7.5.3 or later for Macintosh clients
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About defaults

Description of
the access list

* New AppleShare client for Macintosh clients. This new client is available from
Apple (the URL is all in one line):
http://horton.austin.apple.com/cgi-bin/lister.pl? Apple.Support.Area/Apple.Soft-
ware.Updates/Worldwide/Macintosh/Networking-Communications/AppleShare

Look for the file AppleShare_Client_ZM-3.7.2.img.hgx.
(Note that System Software 8 includes the AppleShare IP client software.)

» EtherShare 2.5 and update u0107 (including the new EtherShare Admin)

If no access list is available, any AppleShare client in the Internet will be able to access
your UNIX server. If you install update u0107 for EtherShare 2.5 and use our update in-
staller program, this program will automatically create an access list on your server. This
list will allow access to all computers that are locally connected to the server (clients on
the same network segment) and deny access to any other computer. Existing access lists
are not replaced (this is — at present — only important for beta testers who have already
created an access list). If you install the update manually (without using the update install-
er program), no access list will be created — meaning that access is allowed to anybody.

Important:  Please keep in mind that our update installer program will automatically stop (and re-
start) EtherShare for the installation procedure.

Figure 19 shows an example of an IP access list. The list is sorted. At first, it contains all
addresses of computers/networks to which access is explicitly denied. Then, it lists those
to which access is allowed. At the end, it contains a “Deny any other” entry that denies
access to all computers/networks that do not appear in the list before. The representation
of “any other” is 0.0.0.0 (forddress) and 0.0.0.0 (foMask). If the “Deny any other”

entry were missing, access would — by default — be granted to anybody in the Internet
whose address had not been entered in the “Deny” section. Please note that the “Deny any
other” entry cannot be deleted.

Emg amun:IP Access
Access IP Address Mask Comment
Deny Host 192,168,234, 2 We don't want this one i
Allow Host 172, 16, 0. 1 ans.helios.de
Allom Het 192,168,234, 0 255.255.235. 0 dork star network
& Deny Het o, 0. 0.0 0. 0. 0. 0 ({DOeny any other)
=]

[ Add Entry | [ Remove Entry |

[ Revert ] [[ Save ]]

Fig. 19: Example of an IP access list
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The access list will always be sorted that way automatically. This allows the program to
go through the list from top to bottom and react very quickly. E.g. if an IP address is de-
nied, the program can send the respective message after going through the “Deny” section
only — it does not have to check the whole list. The checking mechanism is illustrated in
figure 20 below.

Access
list
available?

Deny .
any other
\4 v

Display warning

Establish and

connection

_’ End <_ deny connection

Fig. 20: How the program deals with access requests

The columns in the access list contain the following information (see figure 19 again):
Access specifies whether acces is denied or allowed.
IP specifies whether the entry is meant for a single compdgst) or a networkNet).

Address contains the IP address of the host/network. An IP address consists of 32 bits (4
groups of 8 bits). This number of bits allows well over 2 billion uniqgue numbers to be used
to identify a node on a network. When specifying an IP address, it is common to use a
dotted decimal representation of four numbers between 0 and 255 devided by a period
(e.g. 192.168.234.2).

Mask is only meaningful for network entries. The mask is structured like an IP address
and specifies the number of bits that are relevant to the network identification. It filters
out the logical network address. The mask 255.255.255.0 for example specifies that 24
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Defining
access rights

bits are to be compared with the IP number. The remaining 8 bits (that identify the indi-

vidual computers of a given network, as shown e.g. in figure 19) are not relevant.

Comment contains a description or name that may help you remember to whom the re-

spective computer or network belongs.

In order to set up or change the access list for your individual server, you have to select

Lists andIP Access from the Admin menu and then click thed Entry button in the ac-
cess list to open the dialog that lets you set up new definitions (compare figure 21):

]
m A PR e—————
Users
Groups Access IP Address Mask Comment
Volumes Deny E one |
Printers Allow IP Access Entry
Fonts @ Deny
Active Users R @ Allow  @IP Node Address: |172.16.0.1
Printer Log File
Server Log File » O Deny Q1P Net
System Messages
Versions Comment: |ans.he|ios.de{ |
Extension Mappings
o] i
T
Add Entry TEmOvE LI g
[ Revert | | save |

Fig. 21: Setting up the IP access list

First of all, you just have to click the respective radio button to specify whether you want

to Allow or Deny either a hostlf Node) or a network (P Net). ForIP Node entries you
only have to enter the correctfi@dress. ForIP Net entries you have to enter both, an
Address and aMask (see figure 22). Theomment field is restricted to 32 characters.
The access list will automatically be re-sorted after adding a new entry.

IP Access Entry

i Allow 1 IP Node Address: [192.168.234.0

Comment: |d| |

[ Cancel ] [[ 1.4 ]]

Fig. 22: Setting up an entry for a network

You can edit an existing entry directly if you want to change it. Just double-click the entry

in the access list.

The “Deny any other” entry cannot be removed. For security reasons, it is always kept at

the end of the list.
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5

General
remarks

Access
control via
addresses
and domains
(under UNIX)

Please note that under UNIX there is at least one additional parameter available (allow-
domain, denydomain). If someone edited the access list under UNIX and used this
parameter, you would get a warning on opening the list with the Admin program again,
because the Admin cannot display the “domain” entry. Editing the list with the Admin
will replace all settings that have been defined under UNIX.

IP configuration — Reference part

AppleShare IP and our EtherShare 2.5 update offer some new features that are quite useful
for your EtherShare UNIX—Macintosh network. In the following, we give you a rather
short summary of configurations we recommend when using TCP/IP.

For advice on the software requirements, please refer to paragraphs “Availability” and
“System requirements” in chapter 4.7 “IP Access” above!

IP access configuration can be performed on a Macintosh using the EtherShare Admin
program or under UNIX using an editor such as vi. The “Macintosh solution” is much eas-
ier and more convenient — it is described in chapter 4.7 above. Before proceeding with this
paragraph, please read “The purpose of IP access functionality” and “About defaults” in
chapter 4.7 “IP Access”.

If you configure IP access under UNIX, you have to change the “afpipaccess” configura-
tion file. This does not require stop/start-atalk. EtherShare will read the configuration file
on every login.

The script $ESDIR/etc/mkipaccess will create an initial configuration file in $ESDIR/
conf/afpipaccess, allowing access to clients on the same network segment only. This file
may contain the following statements:

allow ipaddr/mask
deny ipaddr/mask
allowdomain do.main
denydomain do.main

If the file is empty — or not present at all — access is allowed (this corresponds to
allow 0.0.0.0/0.0.0.0 ). The IP Address 0.0.0.0 with the mask 0.0.0.0 matches any ad-
dress, it is thus a good idea to use the statement:

deny 0.0.0.0/0.0.0.0
as the last line in the access file and only explicitly allow access to selected networks or
IP numbers. You can grant access to the class C net 192.9.200 only using the following

statements:

allow 192.9.200.0/255.255.255.0
deny 0.0.0.0/0.0.0.0



EtherShare 2.5: Release notes Il (October 28, 1997) ava 19

Access
control via
port number
(Firewalls)

The mask (255.255.255.0 in the example) specifies the significant bits that are to be com-
pared against the IP number. If the mask is not specified, it is assumed to be
255.255.255.255, meaning that it will match the number exactly. The example:

allow 192.9.200.1
deny 0.0.0.0/0.0.0.0

will thus allow access to a single machine only, namely to 192.9.200.1.

The IP address can also be specified as a normal host name, it must then be resolvable
through the configured name service, e.g. DNS or NIS. If DNS or NIS is properly config-
ured to resolve host names, you can also use domain-based access controls. The state-
ment:

denydomain hacker.com

will deny access to any IP number that resolves to a host name that ends with the domain
hacker.com. Thellowdomain ~ statement works the other way round:

allowdomain company.com
deny 0.0.0.0/0.0.0.0

would allow access to any machine that uses an IP address that resolves to a host name
ending in company.com.

The domain-based access controls do cause a reverse lookup for the host name of every
IP address that is used to connect to the server. If you use any IP addresses that do not
have reverse mapping, timeouts might occur that slow down establishing a connection to
the server. Please note that anybody who owns the reverse mapping of a set of IP address-
es can specify arbitrary domains in his reverse DNS mapping, not only his own domains.

AFP over TCP uses connections to port 548. The port can be changed by specifying the
afpport parameter in atalk.conf:

afpsrv: afpport=1024

would use port 1024 instead. For successful connections, the port number on the client

side must be changed accordingly. This can be done by either specifying hostname:port
in the dialog that lets you enter an IP number or by using the “AppleShare Client Setup”

tool from http://appleshareip.apple.com. Figure 23 shows the user interface of this setup
tool — theDefault TCP Port is set to 1024.
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Configuring
message
delivery

[& File Edit |
=[O0 AppleShare Client Setup =——

AppleShare Client Setup
for AppleShare Chooser Extension

—| Network = I
atalk Lookup Timeout Seconds

TCP Lookup Timeout Seconds

B verifu TCP &ddress with Ping

[ Motify user if TCP connect fails

TCP Connect Timeout: Seconds
Tickle Interval: Seconds

Default TCP Port

TCP Buffers per session

Restore Default Settings Default
Revert I Update

Fig. 23: Setting up a default TCP port on a Macintosh

The above-mentioned “AppleShare Client Setup” tool is also very useful for defining
timeouts for server messages. You can induce your Macintosh to close specific message
dialogs automatically after a given period of time. This can be sensible, because otherwise
all processes that are running on your computer will be stoppegomtilose the mes-

sage window. Figure 24 shows an example configuration. The settings are always valid
for one client only.
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[& File Edit |
=[[I= HAppleShare Client Setup =——

AppleShare Client Setup
for &ppleShare Chooser Extension

Dialogs ¥
—_ Alert Timeout Messages

Dismiss Dislogafter : | 30]Seconds

[ server Greeting

b Server Message

[] Server is Shutting Down
[ Server has Shut Down

[ server Shutdown Cancelled
[] User will be Iisconnected
[J user has been Dizconnected

[[] User Disconnect Cancelled

[ server Unexpectedly Shut Down

(evert)

Fig. 24: AppleShare settings for incoming server messages

Learn more As far as the other dialogs of the “AppleShare Client Setup” tool are concerned, we rec-
about the ommend to keep the default settings. For specific questions you may refer to Apple’s on-
éﬁgﬁsshei[; line documentation. Please note, that for some configurations, you have to specify the

respective parameter on both platforms, the Macintosh and the UNIX server.

New Ether- AFP 2.2 specifies the use of server notifications that avoid the client polling for changes
Share on volumes. By default, the server checks for volume changes every ten seconds and no-
Sﬁfgfter for tifies clients accordingly. This is similar to previous AFP versions where the client did
modification poll every 10 seconds. If you have very busy volumes that change all the time, however,
checking you may wish to specify another interval. With EtherShare 2.5 you can configure the re-

spective parameter on the server in atalk.conf. For example:

afpsrv: volcheckinterval=60
The above command will induce the server to check every minute for volume changes,
which reduces the volume status traffic to one sixth compared to previous AFP versions.
Please note that clients using workstation software older than 3.7 will continue to poll ev-
ery 10 seconds.

Changes tafpsrv  require stop/start-atalk.



22 iva

EtherShare 2.5: Release notes Il (October 28, 1997)

Additional
information
about
AppleShare IP

IP access to the server can also be switched off completely — if necessary. You can use the
following command to deny the mounting of volumes via TCP/IP:

afpsrv: noip
Note that changes t@psrv  require stop/start-atalk.

The number of AppleTalk sockets is still limitated to 250. If you now use AppleShare IP
connections for mounting EtherShare volumes, you have the 250 sockets available for pap
(printers) and adsp (terminal, mail) connections.

Helios Malil and Helios Terminal

The Helios Mail program and Helios Terminal are described in chapters 4 and 5 of the
EtherShare 2.2 manual. With EtherShare version 2.5 we have replaced the power PC em-
ulation. Both, Helios Mail and Helios Terminal are now designed for power PC native and
68k Macintosh computers.

Helios Mail and Helios Terminal also contain new features which contribute to facilitate
the usage of the program. Some of these features are listed below:

0 Helios Mail

» New user interface with icons that characterize the specific items (e.g. large mail or
unread mail)

» More preferences available, new user interface of the “Preferences” dialog

« Different reply options (e.(Reply including Letter)

 Wrap andFind options in th&dit menu

« Possibility of sorting incoming mails by type, date, name of sender, or subject (you
just have to click on the respective headline, e.qg. FroDatg

* Possibility of creating templates (usirige, New, andNew Template)

* Signature option
You can create a new mail that only contains your signature and then select from the
File menusave As Signature. Your signature will be stored on the server and au-
tomatically added to any mail you send — provided thatitreature check box is
activated in the “Preferences” - “Insert” window.

* Dacation option
Yon can create a hew mail that contains information about the time you will be on
vacation. If you selectave As Dacation Message from theFile menu your note
will be stored on the server and automatically sent as a reply mail to all the people
who send mails to you. You can activate or de-activate the option using the
Vacation item from thekdit menu.

0 Helios Terminal
* Open on Key Press option
* Close Window on Connection Close option
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Time server

Helios
LanTest
version 2

Other new features

With the “EtherShare Client Installer” that is described in chapter 1 above you can add
theTime Server option to your Chooser as shown in figure 25 below. You can then select
a specific server, press thet Time button in the Chooser dialog and thus make sure that
the time on your Macintosh client is always synchronized to the time on the server you
have chosen. If the time of your Macintosh goes wrong by one hour, you have to open the
“Date & Time” control panel and check whetlbaylight Savings Time has been set up

correctly.
EOI=—————————— (hooser=————————
N ] | Select a Time Server:
@ alpha [
Laserwriter 8 PINK CLEENT 2.4 ibm
ibm2
@ % isis
- =N = Tus
FPSPrinter Time Server 1 moose
sQi
AppleTalk Zonen:
Ethernet 1. Stock |t
Ethernet 2. Stock
Ethernet 4. Stock ||
FDDI 1. Stock
LacalTalk 2. Stock
Tokenring 1. Stock
| @ Active
[ AppleTalk ;
) Inactive 754

Fig. 25: Selecting a time server for time adjustment

The EtherShare 2.5 software package contains the Helios Lan Test version 2.0. This Lan
Test software is able to measure transfer rates during printing and lets you switch between
two different file sizes, namely 3 MB (recommended for testing standard Ethernet net-
works) and 30 MB (recommended for testing FastEthernet or FDDI networks).
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